©)CCSTARS

Connecting New Frontiers

Mobile Device Management System (MDM)

Feature Overview

Version V1.0




POCSTARS MDM

Change History
No. ltem Person in Charge Date
1 Create Felix 20250623
2 Modify Never 20250627
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Connecting New Frontiers

POCSTARS Mobile Device Management System (MDM) is a mobile device
management system that allows for simple and centralized batch configuration
and control of devices. It supports batch programming, upgrading, key
management, permission control, as well as application and file pushing for 5G

data communication devices.

1.1 It can manage and control all 15,000 5G data receivers proposed in the
project.

After importing the device, pull it to the end and save it.

POCSTARS MDM 1546271062025 admin
8 Devices Applications  Configurations  Files  Setings~  Functions+
Contacts
Import devices
Export devices
scta g -
Detailed information
Devices onthemap ~ Select configuration .
Logs
Reboot, lock. reset File Type Excel v
Messaging
Photos Selectfile  [mppoer | xRmEARSE

Push messages
Audt Devico number | Column A v

Remote Control

URL Fitering L M

Phone number  No v
Description ~ No v
CPU USAGE% No v
Mem % No v

ROM No v
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Connecting New Frontiers

POCSTARS MDM

5 Devices  Applications  Configurations ~ Files  Settings~
15000devices

Search for a device

Phone

[ Status Date  DeviceNumber )i  IMEI Number
O @ Urknown DKO0OOT Unknown @
0 @ Unknown pyoooo2 Unknown @
[J @ Unknown DK00003 Unknown @
[J @  Unknown DK00004 Unknown @
O @  Unknown DK0000S Unknown @
0 @ Unknovn DK0OOOE Unknown @
0 @ Unknown DK00OO7 Unknown @
0 @ Unknown DK0000S Unknovn @

1.2 It can display the status of whether the SG data receiver is online

offline.

15:47 2710612025

admin

Functions~
v Al configurations More parameters ¥
[ Fastsearch by number Group action
o rafem
Phone  Pemmission Installation  Files Launcher Battery MDM  Android CPU Mem
Model  Status Status status Configuration ~ Description Group version  level ~ mode version Enrolled IPaddress ~ USAGE% %  ROM Actions
[ ] [ ] Managed Launcher 15000devices Unknown 2 VAR
(0k10)
[] [] Managed Launcher 15000devices Urknown 2% /s B
(0K10)
L] [} Managed Launcher 15000devices Unknown 2% VAl
(DK10)
[ ] [ ) Managed Launcher 15000devices Unknown 25
(DK10)
[ ] [ ) Managed Launcher 15000devices Unknown 2 /s B
(0k10)
[} [} Managed Launcher 15000devices Unknown 28 /=B
(0k10)
[ ] [ ] Managed Launcher 15000devices Unknown A4 /=B
(0K10)
[] [] Managed Launcher 15000devices Unknoin 2 s =

15:59 27/06/2025

Add

2 Devices  Applications  Configurations  Files  Sefings-  Functions-
Al groups v Al configurations
Enrollment date From & T & O IMEI recently changed
15 minutes v MDM mode v
Search | () Fastsearch by number
1-5/5
Phone Phone  Permission  Installation ~ Files Launcher
[) Status Date Device Number 11 IMEI Number Model Status Status status  Configuration  Description Group  version
O ® 270625 dk35T836130236385  357836130238385 Ko e . e  Managed General 621
1553 Launcher_dk10
O ®  unknown DK357836130241567 Unknown @ . ®  Managed General
Launcher_dk10
O ®  unknown KK865603070036970 Unknown @ . ®  Managed General
Launcher
KK2)
O e 270625 TEG20G2 AT000071000534 32131231232 TE6NG @ . ®  Background 624
1529 (Agent) Mode
O ®  uknown yand Unknown @ . Deprecated General
(OK10)
1-515

Installation status

Less parameters A

Launcher Version

Kiosk mode v Android version
Group action
Battery MDM  Android cpy Mem
level  mode version Enrolled IPaddress  USAGE% %  ROM Actions
8%  yes 14 2706125 11387.163202 21 46 DOOGEEDK10po- | gz | @
1404 Android14.0-
20250619
unknovn 2 44 DOOGEE-DK 10 pro- &
Android14.0- /@&
20250619
unknovn 2% 30 KQWI202091 g §
58%  yes 12 23006125 113.87.163202 20 a7 ’ 3
2136
unknovn 2% 4 /e ®

15:59 2710672025  a«

Add

2 Devices Applcaions  Configuaons  Files  Settings~
Al groups
Enrolment date From &
16 minutes v
Search for a device
Phone
O Status Date  DeviceNumber i  IMEI Number
0 @ 210625 dk3STE36130236365 357836130238385

15:53

Functions-
v/ Alconfgurations
To & 0 IME! recently changed
MDM mode v
() Fast search by number
1-1/1
Phone  Permission  Installaion Files. Launcher
Model  Status Saws  sttus Configuration  Description Group version
KO . @ Managed General 621

Launcher_dk10

1-1/1

o Lessparameters A
Instalation status v| | Launcher Version
Kiosk mode v| | Android version

Group action
Battery MDM  Android cPU Mem
level  mode version FEnrolled IPaddress  USAGE% %  ROM Actions
8% yes M4 200625 11387163202 23 4%  DOOGEEDKI | , 3
1404 pro-Android140-
20250619

Add
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1.3 It can display information about the 5G data receiver, such as CPU usage,
RAM usage, storage usage, firmware version, operating system version, WLAN

status, IMEI information, list of applications installed on the device, at least.

1.3.1 CPU usage rate, memory usage rate

% Devices Applcatons  Configuratins  Fles  Sefings~  Functons-

Al groups. v Al configurations v Less parameters &
Enrollment date From E T E (0 IMEI recently changed Installation status v Launcher Version
Online v | t5mintes v MDM mode v | Kioskmode v| | Android version
Search for a device () Fast search by number Groupaction || Add
1-11
Phone  Phone Permission Installation ~Files Launcher  Battery MDM  Android
[) Satus Date  DeviceNumber [  IMEI Number  Model ~ Status Status status  Configuration  Description Group version  level  mode version  Enrolled P address Actions
O @ 270625 dk3ST836130238365 357636130238365 K0 o . o  Managed General 621 8% s M 200625 11387.163202 26 4%  DOOGEEDKN | 4 & -
1553 Launcher_dk10 1404 pro- Android14.0-
20250619
1-11

1.3.2 Storage Utilization Rate

16:02 27/06/2025  admin -+

H Devices  Applications  Configurations  Files  Setings-  Functions~

Al groups v | Mlconfigurations | More parameters v
Search for a device Search ) Fastsearch by number Group acton || Add
1-5/5
Phone Phone  Permission  Installaion ~ Files Launcher Battery MDM Android CPU  Mem
) Satus Date  DeviceNumberl;  IMEI Number  Model  Status  Status  status Configuration Description Group version  level  mode version Enrolled IPaddress  USAGE% %  ROM Actions
0 @ 270625 dkISTBI6130238385 36783613023635 DKo . o Managed General 621 8% yes M 270675 1387163202 25 % DOOGEEDK10po- [ 4 |8 | & E]
1653 Launcher_dk10 1404 Android14 0-
2250619 Applicaton settings
0 @  unknown DK3ST836130241567 Unknown @ . o Managed General unknown a7 44 DOOGEEDK 10 pro- 3
Launcher_dk10 Android140- Logs
2250619 Reboot lock,reset
Messaging
O @  unknown KKB65603070036970 Unknown @ . o Managed General unknown El 0 KKQUD1_20240919 =
Launcher os
(Ki2) Push messages
Remote Control
D e 2625 TESNG A1000071000534 32131231232 TE620G @ . ®  Backgound 624 % yes 12 20675 1387163202 22 a
1629 (Agent) Mode 213 e
0 e  ulknomn yand Unknown @ . @  Deprecated General unknown 3 4 7s (@[~
(0K10)
1-5/5
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POCSTARS MDM

17:03 27/0672025

2 Devices  Applications  Configurations  Files  Settings~

Functions~

DK357836130241687

Time
Device number
Description
Groups

IMEI (required)
IME!

Phone (required)
Phone

iccip

Serial number

CPU architecture

admi

Permission to install as device
istrator

Permission to overlay on top of

other windows

Permission to access the use of

history

Permission to access the
accessibility services

Model
0S version
Battery charge

MDM mode

1.3.3 Firmware Version

Detailed Information

DK357836130241587

General

357836130241587

no

no

no

Search || Dynamic data

27.06.25 165332 (10 min
ago)

General parameters

Battery charge
Charging type

1P Address Used

Device protection is enabled

Ring volume
WiFi enabled
Mobile data enabled
GPS enabled
Bluetooth is on
USB storage is on
Total memory (Mb)

Free memory (Mb)

Wi Fi signal strength
SSID

Network protection is
enabled

Connection status

1P address of the Wi.Fi

%2

11387.163.202

no

yes
1573

8839

“shanli001-5g"
WPARSN

Connection established

172172120

17:04 2710672025

B Devices  Applcaions  Configwations  Files  Setings+  Funclions-
Al groups
Search for a device
Phone Phone  Permission
[ Status Date Device Number I IMEI Number Model  Status
oe 2106/25  dk357836130238385  357836130238385 DK10 [)
16:54
oe unknown  DK357836130241587 Unknown @
oe unknown  KK865603070036970 Unknown @
oe 27106125  TE620G2 A1000071000534 32131231232 TEG0G @
16:59
0  ukiown yand Unknown @

1.3.4 Operating system

Installation

Status

Files
status

version

Al configurations

Search

1-5/5

Configuration ~ Description

Background
(Agent) Mode

Managed
Launcher_dk10

Managed
Launcher (KK2)

Background
(Agent) Mode

Deprecated
(DK10)

1-5/5

0 Fastsearch by number

Launcher ~ Battery
Group  version  level
General 6.21 86%
General
General

624 57%
General

MOM  Kiosk  Android
mode mode  version
yes 14
yes 12

o More parameters v
Group action

Enrolled Actions
21106125 DOOGEE-DK 10 pro- i
1404 Android14.0-20250619
unknown DOOGEE-DK 10 pro- i

Android14.0-20250619
unknown KK2V01_20240919 i
23006125 &
2136
unknown 24 4 Y Il

17:05 270672025

Add

Devices ~ Applications  Configurations ~ Files ~ Seftings~  Functions~
Al groups
Search for a device
Phone Phone  Permission
O Status Date  DeviceNumberli  IMEI Number  Model  Status
O @ 270625 k5783613023835  357836130238385 Ko e
1654
O @  unknown DK357836130241667 Unknown @
O @  unknown  KK865603070036970 Unknown @
O e 270625 TES2G2 AO000TI000534 32131231232 TESNG @
16:59
O e  ukiown yand Unknown @

1.3.5 Wireless LAN status

Installation

Status.

Files

status.

Al configurations

Search

1-515

Configuration  Description

Background
(Agent) Mode

Managed
Launcher_dk10

Managed
Launcher (KK2)

Background
(Agent) Mode

Deprecated
(0K10)

1-5/5

() Fast search by number

Launcher  Battery
Group  version level
General 621 8%
General
General

624 57%
General

mode  mode

yes

| More parameters v
Group action
cPU Mem
Enrolled  USAGE% %  ROM Actions
200625 25 % DOOGEEDKI0po- B
1404 Android14.0-20250619
wknown 25 4 DOOGEEDK 10 pro- ]
‘Android14.0-20250619
uknown 24 W KRWIL22091 &
20625 26 a7 S A
2136
uknown 25 4 S &
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ARS MDM 17.08 2710612025 ac

DK357836130241587 / Dynamic Information

Dynamic Information

DK357836130241587
v Settings
Export
Time Charging ssiD Connection status  Cellular signal Mobile connection
type status

270625 40 "shani001-  Connection 4

165332 50" established

27.0625 a7 “shanli001-  Connection 4

16:38:30 59" established

27.0625 41 “shanli001-  Connection 4

16:23:29 59" established

27.0625 46 “shanli01-  Connection 4

16:08:27 50" established

1.3.6 IMEI
POCSTARS M 17:38 27062025 a

2 Devices  Applications  Configurations  Files  Setings~ | Functions~
Detailed Information
DK357836130241587 Search || Dynamic data
Time Time 27.06.25 172335 (14 min
ago)
Device number DK357836130241587
General parameters.

Description

Battery charge 8
Groups

Charging type
IMEI (required)

1P Address Used 11387163202
IMEI

Device protection is enabled  no
Phone (required)

Ring volume 12
Phone

WiFi enabled yes
iccio

Mobile data enabled no
Serial number

GPS enabled yes
CPU architecture

Bluetooth is on no
Permission to install as device no
administrator USB storage is on yes

jon to overlay ontopof  no Total memory (Mb) 1573

other windows

Free memory (Mb) 8791

ion to access the use of no
WiFi settings

Permission to access the no Wi-Fi signal strength -50
accessibility services

SSID "shanli001-5g™
Model

Network protection is WPARSN
0S version enabled
Battery charge C

1.3.7 List of applications installed on the device, etc

17:3027/062025  admin

5 | Devices  Applications  Configurations ~ Files ~ Settings~  Functions~

Al groups v | Alconfigurations o] More parameters v
Search for a device Search [0 Fast search by number Group action | Add
1-5/5
Phone Phone  Pemmission Installation ~Files Launcher  Battery MDM  Kiosk Android CPU Mem
0 Status Date Device Number I IMEI Number Model  Status Status status Configuration  Description Group version  level ~ mode mode version Enrolled USAGE% %  ROM Actions
oe 2106/25  dk357836130238385  357836130238385 DK10 [] [] [) Background General 6.21 8%  yes 14 20106725 30 46 DOOGEE-DK 10 pro- slmF
1729 (Agent) Mode 1404 Android14 0-20250619
oe unknovn  DK357836130241587 Unknown @ [] [) Managed General unknown 25 44 DOOGEEDK10po- |, 'gs B
Launcher_dk10 Android14.0-20250619,
| Appiication setings
oe unknown  KK865603070036970 Unknown @ [] [] Managed General unknown 28 30 KK2v01_20240919 Detaled .
Launcher (KK2)
0gs
0 e 21625 TESNG AIO0OTIO00534 32131231232 TEGNG @ . e Badgond 624 %% yes 2 20675 28 q Reboot lock reset 1+
1729 (Agent) Mode 236 ' Messaging
oe unknown  yanx| Unknovn @ [} [} Deprecated General unknown 25 il Photos. I
(DK10) Push messages
Remote Control
1-5/5
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POCSTARS MDM

17:30 27/0612025

oo
Speed (km / h)

Direction

SIM card settings # 1

Cellular signal strength

4

Name of mobile operator China Telecom — #EIE
&
Data transfer enabled yes
SIM card status Ready
Bytes transferred 0
Bytes received 0
SIM card settings #2
Cellular signal strength 0
Data transfer enabled no
Bytes transferred 0
Bytes received 0
Installation status

Title Package ID Installed version Required version

AnTuTu Benchmark com antutu ABenchMark 1025

Headwind MDM com hmdm launcher 623

Headwind Remote com hmdm.control 203

Royal Thai Police com.rtp.police 141

facebook com facebook katana 517.0.0.70.92

line: jp.naver line.android 1361

nfe com.nxp.taginfolite 10

pocstar com shiiinterphone 29.337_POCSTARS_DK10_1

1.4 It can control the settings to allow or disallow the use of devices or systems
of the 5G data receiver, such as cameras, microphones, GPS, NFC, Data Roaming,
USB Debugging Mode at least.

1.41 Camera, (configure "Managed Launcher (DK10) - MDM configuration",

add no _camera command to save)

POCSTARS MDM

17:4327/06/2025  admin -

2 Devies Appicaons  Configuaions  Fies  Seings-  Functons~
Al groups v | Alconfigurations | More parameters v
Search for a device Search | () Fast search by number Groupacion || Add
1515
Phone Phone  Permission Installation  Files Launcher  Battery MDM  Kiosk Android U Mem
O Sttus Date  DeviceNumberli  IMEI Number  Model  Status  Status  staus Configuation Descripon Group version  level  mode mode version Enolled USAGE% %  ROM Actions
O @ 210625 da5TBI10238385  357836130238385 Ko @ . ®  Badgound General 621 8% yes 14 20625 25 4 DOOGEEDKI0po  , | lgg g | o
e (Agent) Mode 1404 Androidi4 0-20250619
O ®  uknown DK3STB36130241667 Unknown @ . . General uknown 23 4 DOOGEEDKNpo- |,/ g g | =
Android4 0-20250619
O @  unknown KKE503070036970 Unknown @ . e Managed General unknown 24 0 KIS g
Launcher (KK2)
O e 20625 TESNG AI000071000534 32131231232 TE6XNG @ . e  Badgound 624 5% yes [ 20625 23 a RN
729 (Agent) Mode 213%
0 e uwom yam Unknon @ . Deprecated General unknown 26 4 ; & |-
(OK10)
1515
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nfigurations

Common settings ~ De
Kiosk mode

MDM application

Admin receiver class

Content application

WiFi SSID

WiFi password

WiFi security type

Kiosk mode
MDM application
Admin receiver class
Content application
WiFi SSID

WiFi password

Wii security type

Other QR code entries

Enroll using mobile data
Encrypt the device storage
Permissive (unlocked) mode

Lock safe settings (WiFi, GPS,
etc)

Allowed activities

Restrictions
More

New server URL

QR code URL

Camera has been disabled because
of security policies.

OK

confiquration "Managed Launcher_dk10"

‘com.hmdm launcher AdminReceiver

Headwind MDM 6.23

com hmdm launch

no_sms,no_outgoing_calls,no_unmute_microphor
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1.42 Microphone, same configuration as above (no unmute microphone)

close

POCSTARS MDM 20:2727/0672025  admin -
Kiosk mode
MDM application | Headvind MDM 6.23
Admin receiver class | com hmdm launcher AdminReceiver
Content application | Search for an
WiFi $SID ment WiFi SSID - leave empty to enter manua
WiFi password ment ss - leave empty to enter ma

WiFi security type v

Other QR code entries ¢ epa es,

Enroll using mobile data ‘
Encrypt the device storage
Permissive (unlocked) mode. ’7

Lock safe settings (WiFi, GPS,
etc)

Allowed activities

Restrictions | no_sms no_outgoing_cals TN NEIE no_camera

More...
New server URL

QRcode URL  tPs:/ipocmam pocstar com 4434#1qrlcb4i4219d0b0fd34c0f7 8243607366/

¢

Beyond the area,attention please!

open
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POCSTARS MDM

POCSTARS M RG22 adin - [}

Kiosk mode

MDM application

Admin receiver class

Content application

WiFi $SID

WiFi password

WiFi security type

Other QR code entries

Enroll using mobile data

Encrypt the device storage

Permissive (unlocked) mode

Lock safe settings (WiFi, GPS,
etc)

Allowed activities

Restrictions
More...

New server URL

QR code URL

POCSTARS

Beyond the area,attention please!

5

Headwind MDM 6.23
com hmdm auncher AdminReceiver

or an application

I I I O O

2
El
k]
S
'
3

Used f

migrationto  new MDY

https:/ipocmdm.pocstar.com:443/#/qrich484219d0b0ffd34c0f78248607366/

Save | Saveandclose | Cancel
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1.43 GPS
e ]

Configurations / Details

configuration "Managed Launcher_dk10"

Commonsetiings ~ Design Setings ~ Applications ~ MDM Settings ~ Applications Setings  Fles
Name | Managed Launcher_dk10

Description | Displays a set of appiicaion icons predefined by the administrator. To show or hide applications, use the
Applications tab.

Unlock password

®
Location Tracking  Track location by GPS v
Permissions for otherapps | Auto-grant al pemissions v
Push notifications  HTTP poling v
Long pol sists an HTTP connection which c: Irces ' require any TCP ports other than
HTTR
s Any Disabled Enabled
. O
Bluetooth Any Disabled Enabled
@
Wik ﬁy Disabled Enabled
( \.} Q)
Motile data Any Disabled Enabled
~ ~ ~

Block USB storage
Savs Saveand close | Cancel

CONTINUE

1.44 NFC
Using the NFC disable command provided by the system, NFC recognition

cannot be disabled, but the system requires permission by default to enable NFC

- 10 -
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Kiosk mode
MDM application
Admin receiver class
Content application
WiFi SSID

WiFi password

WiFi security type

Other QR code entries.

Enroll using mobile data
Encrypt the device storage
Permissive (unlocked) mode

Lock safe settings (WiFi, GPS,
etc)

Allowed activities

Restrictions.
More

New server URL

QR code URL

201709 8

is not allowe:
com.android.nfc

iministrator to enable thi
n the configuration

ase ask your ¢

lose' or Home button to pro

ADMINISTRATOR

Headwind MDM 6.23

‘com hmdm launcher AdminReceiver

no_sms,no_outgoing_chi

htps:/ipocm

-11 -
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1.45 Data Roaming

POCSTARS M

CUIGUIIUIT IVIUT A o Ul 10 Tt AN 1O

Commonsetings  Design Setings ~ Applications  MDM Setings ~ Applicatons Setings  Files
Name  Managed Launcher_dki0

Description  Displays a et of appicaionicons predefined by the adminisiator.To show orhide applicatons, use the
Applcatons tab

Unlock password

Location Tracking Track location by GPS v
Permissions for other apps. Auto-grant all permissions v
Pushnotifications ~ HTTP poling v

esources. Doesn't require any TCF

GPS Disabled Enabled
Bluetooth D‘\safled Enajwled
I\ W,
WiFi Erabled
Mobile data Any Dijafled Enabled
Ul @ |«
Block USB storage T
Manage brightness None Value Auto

20230 DM A8

Mobile data is enabled. Please open the
status ar and TURN OFF mobile dat

CONTINUE

- 12-
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Connecting New Frontiers

1.46 USB Debugging Mode at least

2033271062025 admin

Location Tracking Track location by GPS v
Permissions for other apps  Auto-grant al permissions v
Pushnotificaions ~ HTTP poling v
Long polling persists an HTTP connection which can consume more server resources. Doesn't require amy TCP ports other than
HITR(S)
s :2 Enabled
)
Biustooth Ay Emeblod
0 »
WiFi :"'{ b Enabled
( \.) Q) Q)
Mobile data Any o e
® O
9 \
Block USB storage
Manage brightness None Auto
° O
Manage screen timeout T
Lock volume r
Manage volume ‘
Manage time zone Do not manage v

S 13-
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1.5 It can set usage rights. (Allow or not allow) on the 5G data receiver, such as
taking screenshots (Screenshot Capture), making calls, sending SMS, using SD
Card at least.

1.5.1 Screenshots (Screenshot Capture)

POCSTARS MDM 2352706205 admin - [}
Mol deta Any Disabled Enabled
Block USB storage ]
Manage brightness None Valuo Auto
\‘. )

Manage screen timeout

Lock volume

Manage volume

Manage timezone Do not manage

System Update Defaul medioely  Scheduled  Postponed
@ (
Schedule app update ]
Download content Without imits.
Password requirements  None v

WiFi settings on connection ertor

Background mode

ot replace a system launcher, only fun background MOM services. Not recommended with the kiosk mode

Disable screen capture

Autostart apps in foreground

CIEZIED

Taking screenshots is blocked by your IT
admin

.

- 14-
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1.5.2 Making calls

Kiosk mode
MOM application
Admin receiver class
Content application
Wi SSID

WiFi password

WiFi security type

Other QR code entries

Enrollusing mobile data
Encrypt the device storage
Permissive (unlocked) mode

Lock safe setings (WiFi, GPS,
etc)

Allowed activities

Restrictions
More

New server URL

QR code URL

205109 A

s not allow

com.android.settings

bur administrator to enable this package
n the configuration

r Home button to proceed

ADMINISTRATOR

Headwind MDM 6.23

com hmdm launcher AdminReceiver

o_sms,no_outgoing_calk

htps:/lpocmdm.pocstar com 443/

-15-
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1.5.3 Sending SMS

Kiosk mode D
MDMapplication |~ Headvind MOV 6.23
class -om.hmdm.
Content application | Search for an applcation
WiFi SSID | Enrollment WiFi SSID - leave empty to enter manually
WiFi password | Enroliment Wi pass - leave emply to enter manually
Wi security type v
Notce: these Wi setings are appiied toth initia enroliment ony!
Other QR code entries | comma-separated entries, o.g

Enroll using mobile data
Encrypt the device storage
Permissive (unlocked) mode

Lock safe settings (WiFi, GPS,
etc)

Restrictions
More

New server URL

QR code URL

"android app extra PROVISIONING_LOCALE":"de_DE"

0
U

O

Comma-separated classes, e.g. com android settings homepage SettingsHomepageActivity

pm—

no_sms,
4

Used for migration to a new MDM server

1.5.4 using SD Card no_physical media

Kiosk mode

MDM application
Admin receiver class
Content application
Wi SSID

WiFi password

Wi security type

Other QR code entries

Enroll using mobile data
Encrypt the device storage
Permissive (unlocked) mode
Lock safe settings (WiFi, GPS,
etc)
Allowed activities

Restriction:
More ...
New server URL

QR code URL

open

O

Headwind MDM 6.23

ccom.hmdm launcher AdminReceiver

Search for an appiication

Enrolment WiFi SSID - leave emply to enter manually

Enrolment WiFi pass - leave empty to enter manually

Notice: these WiFi settings are applied to the iniial enrolment only!

comma-separated entries, e.
android appextra PROVISIONING_LOCALE": “de_DE'

OOl

C parated classes, e .- com.androi homepage.

no_physical_media

Used for migration to a new MDM server

- 16 -
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tform-toc

1.6 Can command 5G data receivers to perform tasks such as restarting, clearing

data, and resetting the factory settings at least

1.6.1 Reboot

Device lock, reboot and factory reset

Search

1.6.2 Clearing Data

Clear files in a certain path through certain instruction

Devices  Applications  Configurations ~ Files  Settings~  Functions~

push message ©eduled tasks Contacts
Export devices

Import devices

Detailed information

Devices on the map
Search || New message

Logs
Reboot, lock, reset
Time IF Device Messaging Type Payload
Photos
2710612025 18:23.48 DK357836130241567 runApp {pkg: “com shiiinterphone’)
2710612025 1821:51 DK3s7836130241567 | Audit runApp {pkg: “com.shiiinterphone’)
Remote Control
2710612025 18:2036 DKISTRITIT | itering runApp {pkg: “com.shiiinterphone’)
2410612025 15:07:46 yand noNfc {lon"false}
2410612025 15:07:46 TE62062 noNfc {on" false)
2410612025 1459:44 yand noNfc {lon" false)
2410672025 145944 TE2062 noNfc {on" false)
2410612025 14:39.09 yan noNfc {lon"false}
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Device

Device | DK357836130241587

Type | configUpdated

configUpdated
Payload runApp
uninstallApp
deleteFile

deleteDir

purgeDir
permissiveMode
intent

runCommand

reboot

exitiiosk
clearDownloadHistory
grantPermissions

(custom)

1.6.3 Resetting the factory settings

20:4627/0612025  admin -

2 Devices  Appications  Configurations  Files  Settings~  Functions~

Device lock, reboot and factory reset

dk357836130238385 Search

Factory reset requested:
Factory reset confimed: -
Reboot requested: 2710612025 18:34:27
Reboot confirmed: 2710612025 18:34:30
Lockstate: -
Lock message:

Resetting to factory settings vl delete POCSTARS MDM and cause inabilty to control the device until it is re-enrolled.

1.7 Can command 5G data receivers to lock in case the device is lost or

stolen and can be unlocked

POCSTARS MDM 2111226/06/2025  admin

e e BN x# pi 84 R

HRA
SHiesE
SARE
HEEE

M RS
ai

=L

B|s
WXHE
=13
EEEH
Régles de fitrage

WREE, ERAKEHMAE

1w
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POCSTARS MDM

POCSTARS MDM 21:1226/06/2025  admin +

e WAL Ex b} wE- Rigmie-

aEE, ERAEEHMeE

DK357836130241587 wH

BREBHEE
WAEE e
BREWSD
EREDHERIL
WERS
HERL

25/06/2025 11:36:49
25/06/2025 11:36:53

EENEMRERBIMPOCSTARS MOM, H SREEHILB 2T ANHELE.

WE meEn e BEHeR

i

MEHE ERRTENE, RS

BE | kW

1.8 Can send messages to 5G data receivers individually or multiple devices

at the same time

Headwind MDM 1535280052025 zhullye +

B Devices  Applcations  Configurations  Flles  Sefings  Functions
Push messages ~ Scheduled tasks
Inp6ss
Time ¥ Device Type Payload
2610512025 223117 npess configupdated
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Send to Device v

Configuration

Type All devices

Payload

Send Cancel

POCSTARS MDM 21:0227/06/2025  admin -

Devices  Applicaions ~ Configurations~ Flles~ Settings~ ~~ Functions-»
Messaging
The message has been sent
Search fora device Message search

Al messages v Search

From Fl To

Time ¥ Device Status Message
2710612025 21:03:02 DK357836130241587 Sent send test

270612025 18:26:10 DK357836130241587 Sent mes test1 from admin
2710612025 18:25:14 dk357836130238385 Sent mes test

1.9 Can control the installation of applications that are allowed or not
allowed to be installed

install :
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21:0427/0672025  a

Configurations / Details

Configuration "Managed Launcher_dk10"

Common seftings ~ Design Sett Applications | MDM Sei lications et Files
Sort: O BylD ® By name O Show System Applications Add
Search for. Search for an application
Application Name Version Actions Icon Order
AnTuTu Benchmark
com.antutu ABenchMark 02s Show v -
facebook 517.007092 Show v -
comfacebook katana
Headwind MOM 623 Instal v | show v -
com hmdmlauncher
Headwind Remote 203 Install v show v
com.hmdm control -
ne . 1361 Install v | show v -
jp-naverline.android
e . 10 Install v [ Hde v
com nxp taginfoite
pocstar. 29:337_POCSTARS_DK10_1 Instal v | show v -
com shiinterphone
Royal Thai Police 111 Install v | show v -

com.ip.police

Hint: to unlink the app from the configuration, select the action "Block” or "Do not instal".

2111709068 8 o=

Managed Launcher (DK10) 111

) L)

MDM Agen! Camera Taglnfo

0O © ©

AnTuTu LINE POCSTARS
Benchmark

0 0

Conteets Chrome

uninstall
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POCSTARS MDM

Configurations / Details

Configuration "Managed Launcher_dk10"

Commonsetiings  Design Settings | Applications ~ MDM Settings ~ Appiications Settings  Files

Sort:
Search for.
Application Name

AnTuTu Benchmark
‘com.antutu ABenchMark

facebook
com facebook katana

Headwind MDM
‘com hmdm Jauncher

Headwind Remote:
‘com hmdm.control

line

jp.naver line android
nic

com.nxp taginfolite

pocstar
com.shiinterphone

Royal Thai Police
comrtp.police

O ByD © Byname

Search for an application

Version

1025

517.0.0.70.92

623

1361

29337_POCSTARS_DK10_1

111

O Show System Applications

Actions Icon

Install v Show
Install v | Show
Install v| | Show
Install v| | Show
Install v | Hide
Install v Show
Install v| | Show

Hint: to unlink the app from the configuration, select the action "Block” or "Do not install’

dk10 (pocstar)

s 0

MDM Agent

POCSTARS

Shr

ome

Messages

Contacts

Order
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1.10 Can order the installation or removal of applications on 5G data

receivers

Application | AnTuTu Benchmark (10.2.5)
Configurations,
0 | (select) v

O Donotinsal v Background (Agem)
Mode

O instal . Deprecated (DK10)

O | Donotinstall v~ KioskMode

Kiosk Mode - Web Page

O | Donotinstall v

.

Save || Cancel

213190996 4 OB E.vED4
Managed Launcher (DK10) 111

m O =

MDM Agent Camera Taginfo

O & 9

AnTuTu POCSTARS

Benchmark

Chrome
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1.11 There is an app market application for collecting applications of the
Royal Thai Police

21319 O & A 0= E.urEDs
Managed Launcher (DK10) 111

B O

MDM Agent Camera Taginfo

I ) §
AnTuTu LINE POCSTARS
Benchmark

] —
+ 4mhone Chrome
¥ > ) D4 o
,ﬁ-F
Facebook

Headwind
Remote

1.12 Can order the upgrade of firmware and applications on 5G data

transceivers

1.12.1 Order the Upgrade of Firmware

Device
dk357836130236365

(custom)

Entermessagetype | system update

Payload  {action:"android setings.SYSTEM_UPDATE
SETTINGS}

Send | Cancel
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1.12.2 applications

POCSTARS MDM 21:1427/06/2025  admin

Configurations | Details

Configur

"Managed Launcher_dk10"
Common settings  Design Setings ~ Applications ~ MDM Settings  Applications Settings  Files.

Sort: O ByID ® Byname O Show System Applications. Add

Search for: Search for an application

Application Name Version lcon Order
AnTuTu Benchmark . .
com.antutu ABenchMark s fnstal e
facebook 517007092 Install o [ show v -
com facebook katana
Headwind MOM
623 > v -
com hmdm launcher sl Show
Headwind Remote 203 Instal v s v -
com hmdm control
fine 1361 Install v show v
Jp naverline anroid
nfe 10 Instal v Hde v
com nxp taginfoite
pocstar L -
comshiiinterphone Install Show -
Royal Thai Police 1111 Instal v Show v -

comtp police

Hint: to unlink the app from the configuration, select the action "Block” or "Do not install

pocstar

Selectthe version to install 29337_POCSTARS_DK10_1

Disable version checking
29.3.35_POCSTARS_DK10_1

Apply | Cancel
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1.13 Can manage and control 5G data transceivers individually and in

groups

Name new group

Save | Cancel

1.14 Can set the desired settings (Policy) to be automatically applied to 5G
data transceivers for a period of time or as desired

2117 27/067202%5  admin -

Download content  Without limits v
Password requirements  None v
WiFi settings on connection error

Background mode ]

e, only run background MOM services. Not recommended with the kiosk mode.
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1.15 Can display the coordinates of SG data transceivers on the map for

each device

2 Devies Applications  Configwaions  Files  Seings-  Functions~

235

36145

dKk357836130238385

KKB65603070036970 4 e
TE620G2 - \ Description

- Time 2700672025 195437
yand (1 hours ago)

,

o

0

a

D ODK3S7E130241587
O 357836130238385
0

(s]

1.16 Can display the coordinates of client devices on the map for each
device for at least 60 days

Devices on the map

.

plugn
Extra location updates v

URL of the layer server for the map  htp!{s) e opensireetmap org/z} ()) pog

Save
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1.17 Can control 5G data transceivers from a distance (Remote Control) or
by installing a Remote Control application for staff to provide assistance

and solve problems or control usage

2120271067025 admin ~

Devices  Appications  Configuaions  Files  Setings-  Functions~

Contacts

Export devices

Import devices

Detailed information Control

Remote Control

Reboot, lock, reset
Messaging
Photos.

Push messages
Audt

Remote Control
URL Fitering

2120271062025 admin

1 Devices  Applications  Configurations ~ Files  Seftings-  Functions~
Remote Control

dk357836130238385 Control

Remote session requested, walting forconfimation

Headwind Remote - Ready to
Control!

Enter the credentials provided by the mobile device user

Session ID
06923074
Password

0491
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v POCSTARS MOM WebitE X Headwind Remote Web Adr X +

C R 25 pocmdm.pocstar.com/web-admin/?session=06923074&pin=0491

1.18 There is a system to prevent access by type and level of users with

username and password at least.

User roles
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1.19 There is a super administrator account (Super Admin) of not less than
1 account to manage all client devices, including creating and setting the

rights to use the administrator account (Admin) of not less than 100

accounts.
POCSTARS MDM 2127270672025  admin -
Users
Search Add
Name Role Actions
s
i administer Vi - 'l
POCSTARS MDM 212727/0672025  admin ~

2 Devices  Applcaions  Configurations  Fles  Sefings-  Functions~

Users

Search  Add

H

g
s 8
i

. e

1.20 It is a system with a perpetual license that can manage and control client

devices (Client) according to the number of devices proposed in the project.

1.21 The system can be installed on the host computer by installing it in the
central location as specified by the Police Communication Division, Office of

Information and Communication Technology, Royal Thai Police.
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